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Sir:
In response to the Office Action dated December 19, 2000, please amend the above-

identified application as follows:

IN THE SPECIFICATION:

On page 1, before the heading "Field(s) of the Invention(s)," insert the following

l

. Jparagraph:
N
% This apphcauon i1s a contmuknon of Application No. 09/208,017 filed December

A )
;/ 9y9 which is a continuation of Apphcanon No. 08/388,107 filed February 13, 1995,

i
: now abandoned 1L ]
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IN THE CLAIMS:

Please cancel claims 1-90 of the application as originally filed and add new claims

91-148 as follows:

—91. A method for managing a data object so as to comply with control conditions

for usage of the data object, comprising the steps of:

stofing the data object in a memory device, wixere it is accessible by means of a
data object provider's data processor;

providing a variable number of controi conditions for ﬁsage of the data object;

creating, by said data processor, a general set of control data for the data object
based on said variable number of control conditions for usage, said general set of éomrol
data comprising at least one or more usage control elements defining usages of
the data object which comply with said variable number of control conditions,

storing said general set of control data in a memory device, whére it is
accessi.ble by said data processor;

concatenating the general set of control data with a copy of the data object; and

encrypting at least the copy of the data object and said one or more usage

control elements to create a secure data package which is ready for transfer to a user.

92. A method as set forth in claim 91, wherein the step of encrypting comprises

‘encrypting the data object and the general set of control data.
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93. A method as set forth in claim 91, wherein the step of creating control data

comprises creating an identifier which uniquely identifies the general set of control data.

94. A method as set forth in claim 91, wherein the step of creating a general set of
control data comprises creating a security control element which identifies a security

process to be applied before usage of the data object is allowed.

95. A method as set forth in claim 91, wherein the step of creating a general set of

control data comprises creating a format control element which identifies the format of the

control data.

96. A method as set forth in claim 91, further comprising the steps of receiving in
said data processor a request for authorization for usage by a user; comparing the usage for
which authorization iS requested with said one or more usage control elements of the
general set of control data and granting the authorization if the usage for which
authorization is requested complies with the usages defined by said one or more usage

control elements.

97. A method as set forth in claim 96, further comprising the step of securing

payment for the requested authorization for usage before granting the authorization.
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98. A method as set forth in claim 91 » comprising the further steps of:

receiving the data package in a user's data processor;

storing the data package in a memory device where it is accessible by means of
the user's data processor;

decrypting said one or more usage control elements;

checking, iﬁ response to a request by the user for usage of the data object,
whether the requested usage complies with the usage defined by the at Jeast one usage
' control element of the general set of control data;

decrypting, in response to the requested usage complying with the usage defined
by the at least one usage control element of the general set of control data, the data object

and enabling the requested usagé, otherwise disabling it.

99. A method as set forth in claim 98, comprising the further steps of
reconcatenating, after the usage of the data object, the data object and the one or more
usage control elements, reencrypting at least the data object and the one or more usage
control elements, and storing the thus-repackaged data package in the memory of the user's

data processor.

'100. A method for controlling the usage by a user of a data Ob_]CC[ S0 as to comply
with control conditions for usage of the data object, comprising the steps of:

providing a variable number of control conditions for usage of the data object;

-4-
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storing a data package in a memory device, where it is accessible by means of
a data p.rocessor of the user, said data package comprising the data object and control data,
which comprises at least one usage control element defining a usage of the data object
which complies with the variable number of control conditions, the data object and said at
least one usage control element being encrypted;

receiving a request by the user for usage of the data object;

decrypting the control data;

checking, in response to the request by the user for usage of the data object,
whether the requested usage complies with the usage defined by the at least one usage
control element of the control data: and

decrypting, in response to the requested usage complying with the usage
defined by the at least one usage control element of the control data, the data object and

enabling the requested usage, otherwise disablfng it.

101. A method as set forth in claim 100, wherein the usage control element is

updated after the at least one usage of the data object.

102.. A method as set forth in claim 100, wherein said control data comprises an
indication of the number of times the user is authorized to use the data object in accordance

with said at least. one usage control element;
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wherein the requested usage of the data object is only enabled when said
number of times is one or more; and

. wherein said number of times is decremented by one when the requested usage

is enabled.

103. A method as set forth in claim 100, wherein the control data comprise a
security coritrol element, and further comprising the step of carrying out, before each usage

of the data object, a security procedure defined in the security control element.

104. A method as set forth in claim 100, wherein the step of checking whether the
requested uéage complies with the usage defined by the at least one usage control element
comprises the step of checking that the user's data processor is capable of carrying out a
security procedure specified in a security control element of the at least one usage control

“element, and if not, disabling the usage.

105. A method as set forth in claim 100, comprising the further steps of
reconcatenating, after the usage of the data object, the data object and the one or more
usage control elements, reencrypting at least the data-object and the one or more usage

control elements, and storing the thus-repackaged data package in the memory of the user's

data processor.



Attorney Docket No. 032406-002

Application No. 09/411,205

106. A system for managing a data object so as to comply with control conditions
for usage of the data object, comprising means for providing a variable number of control
conditions;

first means in the data object brovider's data processor for Creating a general
set of control data for the data object based on the variable number of control conditions
for usage, said gcneral. set of control data comprising at least one or more usage

control elements defining usages of the data object which comply with the variable number

of control conditions;

storing means, which are accessible by means of said data processor, for
storing the data object and the general set of contro]

data;

concatenating means for concatenating the general set of control data with a

copy of the data object; and

encrypting means for encrypting the copy of the data object and at least said

one or more usage control elements to create a secure data package, which is ready for

transfer to a user.

107. A system as set forth in claim 106, wherein the general set of control data

comprises a control data element which defines the right to further distribution of the data

object by the user.
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108. A system for controlling the usage by a user of a data object so as to comply

with control conditions for usage of the data object, comprising:
means for providing variable number of control conditions;

storing means for storing a data package which comprises a data object and a
control data comprising at least one usage control element defying a usage of the data

object which complies with the variable number of control conditions;

~ means for decrypting the at least one usage control element and the data

object;

checking means for checking whether a usage requested by the user complies

with the usage defined by said at Jeast one usage control element;

enabh’ng means for enabling the usage requested by the user when the usage

complies with the usage defined by said at least one usage control element; and

disabling means for disabling the usage requested by the user when the usage

does not comply with the usage defined by said at least one usage control element.

109. A system as set forth in claim 108, further comprising means for repackaging

the data object after usage thereof.

110. A method for controlling the usage by a user of data objects so as to comply

with predetermined conditions for usage of the data objects, comprising the steps of:
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storing at least two data packages in a memory device, where they are
accessible by a data processor of the user, each said data package comprising a data object
and a user set of control data, which comprises at least one usage control element defining
a usage of the data object which complies with the predetermined conditions, the data
object and said at least one usage control elements being encrypted;

decryptin,;; the usage control elements of the user sets of contro} data;

examining the usage control elements of said at least two data packages td find
a match;

using, in response to the finding of a match, the data processor to carry out an

-action, which is specified in the user sets of control data.

111. A method as set forth in claim 110, comprising the further steps of updating
the at least one usage control element of each data package, concatenating after the usage
of the data objects, each of the data objects and its at least one usage control element,
reencrypting each of the concatenated data objects and its at least one usage control element

and transferring the repackaged data objects to their creators.

112. A method for managing a data object so as to comply with predetermined

‘conditions for-usage of the data object,, comprising the steps of:

storing the data object in a memory device, where it is accessible by means of

a data object provider's.data processor;
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providing control conditions for usage of the data object;

creating, by said data processor, a general set of control data for the data
object based on said control conditions for-usage, said general set of control data
comprising at least one or more usage control elements defining usages of the data object
which éomply with said control conditions;

storing said general set of control data in a memory device, where it is
accessible by said data processor;

concatenating the general set of 'control data with a copy of the data object;

encrypting at least the copy of the data object and said one or more usage
control elements to create a secure data package which is ready for transfer to a user;

creating, in response to a request for guthorization for usage of the data object
by a user, a user set of control data, which comprises at least a subset of the general set of
control data, including at least one of said usage control elements;

using the user set of control data instead of the general set of control data in

said concatenating step;

using the at least one or more usage control element of the user set of control

data instead of the one or more usage control elements of the general set of control data in

the encrypting step; and

checking, before allowing transfer of the data package to the user, that said

request for authorization for usage of the data object has been granted.

- 10 -
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113. A method as set forth in claim 112, wherein the data object is composed of at
least two constituent data objects and wherein the user set of control data, in response to a
request for authorization for usage of one of said constituent data objects by a user, is
created only for that constituent data object and concatenated only with a copy of that

constituent data object.

114. A method as set forth in claim 112, wherein the data provider's data processor
is connected 1o a data network and the request for authorization is received from a data
processor of the user, which is also connected to the data network, further comprising the

step of transferring the data package through the data network to the user's data processor.

115. A method as set forth in claim 112, wherein the data objec;t is a composite
data object including at least two constituent data objects and wherein the step of creating a
general set of control data comprises the step of creatiqg a respective general set of control -
data for each of the constituent data objects and the composite data object and wherein the
step of creating a user set of control data comprises the step of creating a respective user

set of control data for each of the constituent data objects and the composite data object.

-116. A method as defined in claim 112, comprising the further step of storing a

copy of the user set of control data in the data object provider's processor.

- 11 -
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117. A method as defined in claim 112, comprising the further steps of:

receiving the d;ta package in a user's data processor;

storing the data package in a memory device where it is accessible by means
of the user's data processor;

decrypting the at least one usage control element of the user set of control
data; -

checking, in response to a request by the user for usage of the data object,
whether the requested usage complies with fhe .usage defined by the at least one usage

control element of the user set of control data; and
decrypting, in response to the requested usage complying with the usage

defined by the at least one usage control element of the user set of control data, the data

object and enabling the requested usage, otherwise disabling it.

118. A method as set forth in claim 112, further comprising:
receiving the data package in a user's data processor;

storing the data package in a memory device where it is accessible by means

of the user's data processor;

decrypting the at least one usage control element of the user set of control

data;

-12-
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checking, in response to a request by the user for usage of the data object,
whether the requested usage complies with the usage déﬁned by the at least one usage
control element of the user set of control data;

decrypting, in response to the requested usage complying with the usage
defined by the at least one usﬁge control element of the user set of control data, the data

object and enabling the requested usage, otherwise disabling it; and

reconcatenating, after the usage of the data object, the data object and the one
or more usage control elements of the user set of control data, and reencrypting at least the

data object and the one or more usage of the user set of control data.

119. A system for managing a data object so as to comply with control conditions

for usage of the data object, comprising:

first means in the data object provider's data processor for creating a general
set of control data for the data object based on the predetermined conditions for usage, said
general set of control data comprising at least one or more usage control elements defining
usages of the data object which comply with the predetermined conditions; -

storing means, which are accessible by means of said data processor, for
storing the data object and the general set of control data;

concatenating means for concatenating the general set of control data with a

copy of the data object;

-13-
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encrypting means for encrypting the copy of the data object and at least said

One or more usage control elements to create a secure data package, which is ready for

transfer to a user;

second means in said data processor for creating, in response to a request for
authorization for usage of the data object by a user, a user set of control data, which

comprises at least a subset of the general set of control data, which subset comprises at

least one of said usage control elements;

using the user set of control data instead of the general set of control data in

the storing means;

using the user set of control data instead of the general set of control data in

the concatenating means;

using the user set of control data instead of the general set of control data in

the encrypting means; and

checking means in said data processor for checking that said request for

authorization for usage of the data object has been granted before allowing transfer of the

data package to the user.

120. A method for managing an object so as to comply with control conditions for

usage of the object, comprising the steps of:

storing the object in a storage device, where it is accessible by means of an

object provider's electronic appliance;

-14 -
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providing a variable number of control conditions for usage of the object;

creating, by said electronic appliance, a general set of control data for the'
object based on said variable number of control conditions for usage, said general set of
contro] data comprising at least one or more usage control elements defining usages of
the object which comply with said variable number of control conditions,

storing said general set of control data in a storage device, where it is
accessible by said electronic appliance;

containerizing the general set of control data with a copy of the object; and

encrypting at least the cbpy of the object and said one or more usage control

elements to create a secure container which is ready for transfer to a user.

121. A method as set forth in claim 120, wherein the step of encrypting comprises

encrypting the object and the general set of control data.

122. A method as set forth in claim 120, wherein the step of creating control data

comprises creating an identifier which uniquely identifies the general set of control data.
123. A method as set forth in claim 120, wherein the step of creating a general set.

of control data comprises creating a security control element which identifies a security

process to be applied before usage of the object is allowed.

- 15 -
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124. A method as set forth in claim 120, wherein the step of creating a general set

of control data comprises creating a format control element which identifies the format of

the control data.

125. A method as set forth in claim 120, fuﬁher comprising the steps of receiving in
said electronic applian-ce a request for authorization for usage by a user; comparing the
usage for which authorization is requested with said one or more usage control elements of
the general set of control data and granting the authorization if the usage for which

authorization is requested complies with the usages defined by said one or more usage

control elements.

126. A method as set forth in claim 125, further comprising the step of securing

payment for the requested authorization for usage before granting the authorization.

127. A method as set forth in claim 120, comprising the further steps of:
receiving the container in a user's electronic appliance;

- storing the container in a storage device where it is accessible by means of the

user's elecironic appliance;

decrypting said one or more usage control elements;

-16 -
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checking, in response to a request by the user for usage of the object, whether
the requested usage complies with the usage defined by the at least one usage control

element of the general set of control data;
decrypting, in response to the requested usage complying with the usage
defined by the at least one usage control element of the general set of control data, the

object and enabling the requested usage, otherwise disabling it.

128. A method as set forth in claim 127, comprising the further steps of
recontainerizing, after the usage of the object, the object and the one or more usage control
elements, reencrypting at least the object and the one or more usage control elements, and

storing the thus-recontainerized container in the storage of the user’s electronic appliance.

129. A method for controlling the usage by a user of an object so as to comply with
control conditions for usage of the object, comprising the steps of:
providing a variable number of control conditions for usage of the object;
stormg a container in a storage dev1;:e where it is accessible by means.of an
electronic apphance of the ‘user, said container comprising the object and control data,
which comprises at least one usage control element defining a usage of the object which
complies with the variable number of control conditions, the object and said at least one
usage contfol element being encrypted;

receiving a request by the user for usage of the object;

-17 -
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decrypting the control data;
checking, in response to the request by the user for usage of the object,
whether the requested usage complies with the usage defined by the at least one usage

control element of the control data; and
decrypting, in response to the requested usage complying with the usage

defined by the at least one usage control element of the control data, the object and

enabling the requested usage, otherwise disabling it.

130. A method as set forth in claim 129, wherein the usage control element is

updated after the at least one usage of the object.

131. A method as set forth in claim 129, wherein said control data comprises an
indication of the number of times the user is authorized to use the object in accordance

with said at least one usage control element;

wherein the requested usage of the object is only enabled when said number of

times is one or more; and

wherein said number of times is decremented by one when the requested usage

is enabled.

-18 -
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132. A method as set forth in claim 129, wherein the control data comprise a
security control element, and further comprising the step of carrying out, before each usage

of the object, a security procedure defined in the security control element.

133. A method as set forth in claim 129, wherein the step of checking whetlier the
requested usage compl.ies with the usage defined by the at least one usage control element
comprises the step of checking that the user's electronic appliance is capable of carrying
out a security procedure specified in a security control element of the at least one usage

control element, and if not, disabling the usage.

134. A method as set forth in claim 129, comprising the further steps of
recontainerizing, after the usage of the object, the object and the one or more usage control
elements, reencrypting at least the object and the one or more usage control elements, and

storing the thus-recontainerized container in the storage of the user’s electronic appliance.

135. A system for managing an object so as to comply with control conditions for

usage of the object, comprising means for providing a variable number of control

conditions;

first means in the object provider's electronic appliance for creating a general
set of control data for the object based on the variable number of control conditions for

usage, said general set of control data comprising at least one or more usage control

-19 -
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136. A system as set forth in claim 135, wherein the general set of control data

comprises a control data element which defines the right to further distribution of the

object by the user.

137. A system for controlling the usage by a user of an object 5o as to comply 'with
control conditions for usage of the object, comprising:
means for providing variable number of control conditions;’
storing means for storing a conléiner which comprises an object and a.control
data comprising at least one usage control element defying a usage of the iject which

complies with the variable number of contro] ‘conditions;

means for decrypting the at least one usage control element and the object;
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st fheashosiiaibaouir dsdgtadn the stjest o vidar ‘STRRAOSESSOT.

145. A method ag defiftedtinelgisngd 441 comprismghdhotjathes SBRp&Yed of at least

two constituentashjsog thedcatiaisir mwréétﬁé?mélmﬁam%esponse to a request for

authorization mu@ghmfmmmmwﬁgm‘asfe&bw atusécqgsmlﬁéwdﬁ?y%p&me

_ amwfmnimtobjwapmleuncamed only with a copy of that constituent object.
decrypting the at least one usage control_ element of the user set of control
data; 143. A method as set forth in claim 141, wherein the data provider's electronic
appliance is connected to a data network and the request for aulhoriiatio_n is received from

an electronic appliance of the user, which is also connected to the data network further
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comprising the step of transferring the container through the data network to the user's

electronic appliance.

144. A method as set forth in claim 141, wherein the object is a composite object
including at least two constitugnt objects and wherein the step of creating a general set of
contro] data comprises- the step of creating a respective general set of control data for each
of the constituent objects and the composite object and wherein the step of creating a user
set of control data comprises the step of creating a respective user set of control data for

each of the constituent objects and the composite object.

145. A method as defined in claim 141, comprising the further step of storing a

copy of the user set of control data in the object provider's processor.

146. A method as defined in claim 141, comprising the further steps of:

receiving the container in a user's electronic appliance;

storing the container in a storage device where it is accessible by means of the

user's electronic appliance;

decrypting the at least one usage control element of the user set of control

data;

-24 -



) %
Best Available Co e a6
= Py e i

checkiRgiRg STRRRSE dR 35596 RY S Eaa8  oRb oS o b RES)
theeaestedpenen e amplise Wik sisey StEiefincd dy fhe #hdshst R tsage control
element of the UeFE O TiRORI 03P e quest for authorization for usage of the object by a
user, a usECSEY R RbniPol ERANSY AR e dispresisd Rag sumplying Bty e i385 of
defgeairby dit 3t Aenstnne HRas ontrof SheEnass of B werrRshehsontrol data, the object
and enabling lh%Eﬁ%’ﬁ@@M’ STBBIHHSF dieAbHABAN of the general set of control data in
said containerizing step; » |
147. A mehag tiesst foASP AT uSHEDEBRRBIRISIAGi of the user set of contro]
data insted ¥ YREOHE SOMBFecEsiTbR BoSHSFlaeHRRiS BPRHEYSeral set of control data in

the encrypiiﬂg%geﬁfeaﬁﬁmai“cr in a storage device where it is accessible by means of the

user’s electronic.paRliARCa e fore allowing transfer of the container to the user, that said
request fof SEAKBIRS 1B oI RARNG AR BTRRIRAESIBE I af dhe user set of control
data; ~.

o 142 ChECKiB®ON ZCSBORSELROIA Epanest Y, WEasE e BHjger 9t nfRises orhathers:
thetﬁﬁﬂ%?iéﬁtﬁéﬁg%WIWWHE%WGQF@E%M&&?@%ﬁf*a‘} RPFCYSBRECRIY Shquest for
elemanb Ak Ao nIor 18208 el gt constituent objects by a user, is created only for that

consmuenﬂ%jzmiaﬂd %ﬁmsmthﬁtml&%’m EBAwIGNR WitRdhe usage

defined by the at least one usage control element of the user set of control data, the object
and enabligg the Heetfsdesk usagerather, Hismdisablingdtende data provider's electronic
appliance is connected to a data network and the request for authorization is received from

an electronic appliance of the user, which is also connected to the data network, further
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using, i i : ; ;
recontainerizi o er e°u§£’€é"§f %eé 5%?%:%’?,’ the 88}%&%&8 e ‘b‘HFSf%EﬁEy
out an acti hich i i i
usage cont(r:c;lo Ic’le%elx(fts losf s&%cbfsigi slgt [(l)]rc (}gx%gf téa?g’cgl%r ?tlaéjxi‘l ypting at least the object
g _ pung )

and the one or more usage of the user set of control data.

]40.‘ A method as set forth in claim 139, comprising the further steps of updating

the at least one usage cont 1 el i inerizi
148. A systesmgforomnarx?agﬁlfgm aex? %B{e%%cs%%%nt%lggxrﬂpcﬁ'n@mf %&mﬁ)i’%ﬁ&ﬁdh?%r‘)f

the objects, each of the objects and its at least one usage control i
usage of the object, comprising: g ol element, reencrypting each

of the contained obiec d its at 1 i
first medns in the objcs asbORF, sage control SHTSRL S RS A p A )

recontainerized objects to, their owners. . ... .
set of control data for the object based on the predetermined conditions for usage, said

general set of control data comprising at least one or more usage control elements deﬁning

usages of the Gbj0e whch SORPIR I 2bIECh 60 5 0.8 i predetermined
conditions r;?grl%g:égg)ggn%]’e‘gmgﬁtbrcg g’c%gsssil et %/sr%gasn%ff)f said electronic appliance, for

storing the obj?gr;%% tthhef: %gjxfga.nsgt% & eu%civé%eté;where itis aécessible by means of an

object provider's_data processor; . :
containerizing means for containerizing the general set of control data with a

roviding control conditions f; st
copy of the obfect; g 1 or usage of the object;

creating, by said electronic appliance, a general set of c
encryptx%g n);eans for encrypugg the copygo{] the osbjec Sha%P le%as&asg?ﬁ e or
object based on said control conditions for usage, said genera set of contro
more usage control elements to create a secure cgor’namelg, which'1s reaﬁyn}grltfifr%fer to a

u;:é)rrpprising at least one or more usage control elements defining usages of the object which

comply with said control qondi;ionis; . ) .
second means in said eléctronic a liance for creating, in response to a request
pp p q

. storing said general set of coritro} data in a storage deyice..w it |
for authorization for usagegof the object f)y a user, a user set ot conYrof’dat_Ia}?r\sﬂ}c'ﬁ

.~ accessible by said electronic Iz}%’)]iance; . .
comprises at least a subset of the general set of control data, which subset comprises at

.containerizing the general set of control data with a co e object;
least one of said usage conFrol elements; Py of the object;
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mwigfbg;qguﬁqg&ggﬁned by said at least one usage control element;
uéARPlnguBsass: o comhbinadti insaasrenuaeied o Ahscassr awherotheausage

u@@&?ﬂﬂ%@ﬁ%@%ﬂm defined by said at least one usage control element; and
uShighlies,erans Grrcdisabling thenutass sramesihdm BenseEsHes thaaisage

t]@@ﬂ&%ﬁ?@ma‘ﬁ@éﬂ& usage defined by said at least one usage control element.

checking means in said electronic appliance for checking that said request for

authoriZat{on %fﬁﬁﬁ@k%ﬁ%%ﬁj@éﬂﬁ?%éﬁ&a@(é&%%ﬁ%dﬂ%ﬂﬁﬁ of the
cEREAMAINE iking b object after usage thereof.

139. A method for controlling the usage by a user of objects 50 as to comply with

predetermined conditions for usage of the objects, comprising the steps of:

storing at least two containers in a storage device, where they are accessnble
by an electronic appliance of the user, each said container comprising an object and a user
set of control data, which comprises at least one usage control element defining a-usage of
the object which complies with the predetermined conditions, the object and said at least
one usage control elements being encrypted; |

decrypting the usage control elements of the user sets of control data;

examining the usage control elements of said at least two containers to find a

match;
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